NOTE: If you are an employee/student of NUS, please also refer to the NUS
Personal Data Protection Policy & Procedures, a copy of which is available on the
internal Staff Portal/Student Portal.

NATIONAL UNIVERSITY OF SINGAPORE
PRIVACY NOTICE

1. INTRODUCTION

The National University of Singapore (NUS) takes its responsibilities under the
Personal Data Protection Act 2012 ("PDPA") and other data protection laws very
seriously. NUS also recognises the importance of the personal data entrusted to
us and believes that it is our responsibility to properly manage, protect and process
your personal data.

This Privacy Notice describes how NUS will collect, store and use your personal
data when you access or use our services or when you interact with us. In this
context, "personal data” means information that identifies you personally or data
that can be linked with such information to identify you directly or indirectly.

By interacting with or transacting with us, calling or sending messages to us,
accessing our websites and/or submitting information to us via forms or other data
collection means or processes (whether through a form, an interview, our websites
or otherwise), you signify that you have read, understood and agreed to NUS’
collection use and disclosure of your personal data as described in this Privacy
Notice.

This Privacy Notice applies only to NUS services and websites. Our websites may
contain links to other websites not maintained by NUS. Such third-party websites
are subject to their own data protection and privacy practices and you are
encouraged to examine the privacy notices of those websites.

2, WHO IS NUS?
References to "National University of Singapore”, "NUS”, “us”, "we”, “our” in
this Privacy Notice mean National University of Singapore, a company registered
in Singapore with Registration Number 200604346E.
Our registered office is at 21 Lower Kent Ridge Road Singapore 119077.

3. QUESTIONS ABOUT THIS PRIVACY NOTICE
If, at any time, you have any queries on this Privacy Notice or any other queries

in relation to how NUS manages, protect and/or process your personal data, please
do not hesitate to contact the NUS Data Protection Office at dpo@nus.edu.sg.

4, WHAT PERSONAL DATA DOES NUS COLLECT ABOUT YOU?
NUS may collect and process the following information about you either directly

from you, from your authorised representatives, from third-parties, or from
publicly available sources:
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Category Personal Data

Your full name, your gender, your date of birth, your
Personal information marital status, your photograph, your ethnicity,
your religion.

Your citizenship, your residency, a copy of your ID
or passport.

Your physical address, your email address, your
telephone number.

Financial information Your bank account details, your credit card details.
Details of any special medical requirements or
disabilities, your medical records.

Identification information

Contact details

Medical information

Academic and Details of your academic records, details of your
employment records previous employment.

Data collected automatically using cookies, web
Information collected beacons, tracking pixels and similar technologies
automatically when you view websites or use applications created

by or on behalf of NUS.

5. WHAT DOES NUS USE YOUR PERSONAL DATA FOR?

NUS may collect, use and/or disclose your personal data, where permitted by data
protection laws, for the following purposes ("Purposes”):

Purpose Description

For students

Evaluating suitability for admission to be a student with us and progressing
your application.

Administering and managing your relationship as our student, including
sending you information about course/study/assignment/lecture materials,
timetables, examination details, candidature matters, exchange programmes,
scholarships, awards, fees, your achievements, your degree or certification,
placements, secondments or internships with external organisations,
programmes or courses run by other organisations.

Administering our student records, such as managing student registrations,
keeping our records up to date, processing payments and refunds of tuition fees,
processing disciplinary actions.

Facilitating your participation in Student Life and Development activities
provided by NUS (e.g. festival celebrations, graduation ceremonies, orientation
and student group camps, conferences, volunteering and training programmes,
student benefit activities).

The purposes listed in the Student Personal Data Notice and Consent
Statements (as the same may be amended/revised, updated and/or
supplemented from time to time) which you have agreed to and accepted as
part of your enrolment with NUS.

For employees

Evaluating suitability for employment with us.

Administering and managing your employment relationship with NUS,
including secondments  with or transfer to affiliates, related
corporations/associated companies and third-party organisations, managing our
training programmes.
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Administering our employee records, such as running our recruitment
process, keeping our records up to date, managing our payroll and benefit
schemes, processing disciplinary actions.

The purposes listed in the Employee Personal Data Notice and Consent
Statements (as the same may be amended/revised, updated and/or
supplemented from time to time) which you have agreed to and accepted as
part of your employment with NUS.

For alumni_

Administering alumni activities including notifying you of NUS and alumni-
related initiatives and activities, inviting you to NUS and alumni-related
events, updating you on alumni information, submitting alumni surveys and
communicating other alumni-related materials.

Understanding the profile of the alumni community to inform NUS’s
policy making and planning.

Other purposes

Carrying out due diligence or other screening activities and background
checks in accordance with our legal or regulatory obligations or risk
management procedures, including obtaining references and/or other
information from prior educational institutions and employers.

Responding (in accordance with our legal or regulatory obligations) to
requests for information from government or public agencies, ministries,
statutory boards or other similar authorities or non-government agencies
authorised to carry out specific Government services or duties.

Carrying out your instructions or responding to any enquiry given or
submitted by you or on your behalf.

Contacting you or communicating with you via various modes of
communication such as voice call, text message, fax message, email or postal
mail for the purposes of administering and managing your relationship with us.
Dealing with, administering and managing your use of NUS facilities
including accommodation, IT services and recreation facilities.

Any other Purposes which NUS may inform you of in writing from time to
time.

WHO DOES NUS SHARE YOUR PERSONAL DATA WITH?

In order for NUS to offer services to you, we may have to disclose your personal
data to third-parties in order for them to process it on our behalf. This may include
the following categories of recipients:

e Our service providers - for example, suppliers who are in charge of running
aspects of our websites, or HR service suppliers who manage our payroll;

e Our agents - who may be delivering parts of our services on our behalf; and

e Our affiliates or related companies - who may be delivering parts of our
services on our behalf.

Some of these third-parties may be located outside of Singapore.

NUS will only disclose your personal data to third-parties where we are allowed to
do so under data protection laws. More specifically, NUS will not disclose your
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personal data to any third-parties without your prior consent to do so, unless such
disclosure is sanctioned under the PDPA exemptions.

When sharing your personal data with third-parties, NUS will always ensure that
appropriate safeguards are in place to protect the security and confidentiality of
your personal data when in the hands of such third-parties. Those safeguards will
always comply with the minimum requirements set out in data protection laws.

REQUESTS FOR ACCESS, CORRECTION AND/OR WITHDRAWAL OF
PERSONAL DATA

You may request to access and/or correct the personal data currently in our
possession, or object to the collection, use and/or disclosure of your personal data
in our possession or under our control, at any time by submitting your request to
the NUS Data Protection Office.

For a request to access personal data, NUS will provide you with a copy of the
relevant personal data within a reasonable amount of time from when the request
is made.

For a request to correct personal data, NUS will process your request as soon as
practicable after the request has been made. Such correction may involve
necessary verification, which may include sending the corrected personal data to
other organisations to which the personal data was disclosed by NUS within a year
before the date the correction was made (unless that other organisation does not
need the corrected personal data for any legal or business purpose), or if you so
consent, only to specific organisations to which the personal data was disclosed by
us within a year before the date the correction was made.

NUS may also charge a reasonable fee for the handling and processing of your
requests to access and/or correct your personal data. You will be notified in
advance of such costs.

For a request to object to the processing of your personal data by us, NUS will
process your request within a reasonable time from when the request is made.
Such requests may adversely impact your relationship with NUS or the quality of
the services NUS delivers to you. NUS will notify you in advance of such impacts.

HOW DOES NUS PROTECT YOUR PERSONAL DATA?

NUS will take appropriate measures to keep your personal data accurate, complete
and updated.

NUS will take precautions and preventive measures to ensure that your personal
data is adequately protected and secured in accordance with data protection laws.
Appropriate security arrangements will be made to prevent any unauthorised
access, collection, use, disclosure, copying, modification, leakage, loss, damage
and/or alteration to or of your personal data.

NUS will also make reasonable efforts to ensure that the personal data in our
possession or under our control is destroyed and/or anonymised as soon as it is
reasonable to assume that:

() the purpose for which that personal data was collected is no longer being
served by the retention of such personal data; and
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10.

(i) retention is no longer necessary for any other legal or business purposes.
PERSONS LOCATED INSIDE THE EUROPEAN ECONOMIC AREA (“EEA")

The European Union ("EU”) General Data Protection Regulation (*GDPR") is a EU
framework for data protection that came into force on 25 May 2018.

It applies to organisations processing and holding the personal information of data
subjects residing in the EEA, regardless of where the organisation is located.

NUS is in the process of aligning our privacy framework and organisational
practices with the GDPR and a University-wide enhancement programme is
currently underway to further strengthen the way in which we protect your
personal information.

If you are located inside the EEA, the provisions set out in Appendix 1 will also
apply to your personal data.

UPDATES TO THIS PRIVACY NOTICE

As part of our efforts to ensure that NUS properly manages, protects and processes
your personal data, we will be reviewing our policies, procedures and processes
from time to time.

NUS may amend the terms of this Privacy Notice at its absolute discretion. Any
amended Privacy Notice will be posted on our website, and we will notify you if
NUS makes any significant changes to this Privacy Notice where required to do so
under applicable laws.

We recommend that you revisit this Privacy Notice regularly.
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Appendix 1

Additional provisions applicable to individuals located inside the European
Economic Area

The following provisions apply to your personal data if you are located inside the European
Economic Area ("EEA"). These apply in addition to the rest of this Privacy Notice.

In the event of any conflict between this Appendix 1 and the rest of this Privacy Notice,
the provisions contained in this Appendix 1 will prevail.

11. WHATIS NUS’S LAWFUL BASIS FOR PROCESSING YOUR PERSONAL DATA?

12. NUS will always process your personal data in accordance with data protection
laws, and will only process it where it has a legal justification to do so. The table
below provides some details of the lawful bases NUS relies on in order to collect
and use your personal data.

Processing activity Lawful basis

Students and alumni

Evaluating suitability for
enrolment, managing student
registration

Contractual obligation - to fulfil our
contractual obligation to you.

Administering student records | Contractual obligation - to fulfil our
and student activities contractual obligation to you.
Legitimate interest - in the interest of

Administering alumni activities e .
maintaining our alumni network.

Employees
vl JEilne Sl Bl Iy _for Contractual obligation - to fulfil our
employment, managing oL
. contractual obligation to you.
employee onboarding
IS ples Contractual obligation - to fulfil our
records and employee A
. . contractual obligation to you.

relationships
Other
Screening and background | Legal obligation - to comply with our legal
checks and regulatory obligations.

. . Legitimate interest - in the interest of
Responding to queries, ) . -

.2 X responding to your queries as efficiently as
communicating with you :

possible.
: Legitimate interest - in the interest of

Ma_n_a_gmg the “use of NUS ensuring that NUS facilities remain available
facilities t all

13. WILL YOUR PERSONAL DATA BE TRANSFERRED OUTSIDE OF THE EEA?

As NUS is located in Singapore, your personal data will be transferred and
processed outside of the EEA.

Where NUS transfers your personal data from within the EEA to a country outside
the EEA, we ensure that adequate safeguards are in place to offer equivalent
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14.

15.

protection as your personal data would receive within the EEA and in compliance
with applicable data protection laws.

Please contact us to find out more about the safeguards NUS has in place for
transfers outside the EEA.

HOW LONG DOES NUS KEEP YOUR PERSONAL DATA FOR?

Personal data that NUS collects will be retained only for as long as is necessary to
fulfil the Purposes described in this Privacy Notice. This will generally (but not in
all cases) be linked to the duration of time you are enrolled with us as a student
or work for us as employee, or to comply with our legal obligations.

When determining the relevant retention periods for your personal data, NUS will
take a number of factors into account, including:

o our contractual obligations and rights in relation to the personal data
involved;
o our legal obligations under applicable laws to retain data for a certain

period of time;

o our legitimate interests;

o statute of limitations under applicable laws;

o (potential) disputes; and

o guidelines issued by relevant data protection authorities.

Otherwise, NUS will securely erase or anonymise your personal data where we do
not have a legitimate reason for keeping it.

WHAT ARE YOUR RIGHTS IN RESPECT OF YOUR PERSONAL DATA?

In addition to the rights listed in Section 7 of this Privacy Notice, you have a
number of rights (subject to certain conditions) when it comes to your personal
data, as detailed in the table below.

You can exercise any of these rights by contacting us using the details in Section
7 of this Privacy Notice.

Please consider your request responsibly before submitting it. We will respond as
soon as we can. Generally, this will be within one month from when we receive
your request but, if the request is going to take longer to deal with, we will come
back to you and let you know.

Right What does this mean?

You have the right to object to certain types of
processing, including processing which rely on legitimate
interest as a lawful basis, processing for direct marketing
purposes (i.e. if you no longer want to receive direct
marketing from us) and processing for profiling purposes

The right to object
to processing
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(i.e. automated processing of your personal data to
evaluate certain things about you).

The right of access

You have the right to obtain access to your personal data
(if NUS is processing it).

This is so you’re aware and can check that NUS is using
your personal data in accordance with data protection
laws.

The right to
rectification

You are entitled to have your personal data corrected if it
is inaccurate or incomplete.

The right to
erasure

This is also known as ‘the right to be forgotten’ and, in
simple terms, enables you to request the deletion or
removal of your personal data where there is no
compelling reason for us to keep using it.

This is not an absolute right; there are exceptions.

The right to restrict
processing

You have rights to ‘block’ or suppress further use of your
personal data. When processing is restricted, NUS can still
store your personal data, but may not use it further.

This is not an absolute right; there are exceptions.

The right to data

You have rights to obtain and reuse your personal data for

portability your own purposes across different services.
If you have given your consent to anything NUS does with
your personal data, you have the right to withdraw your
The right to consent at any time (although if you do so, it does not

withdraw consent

mean that anything NUS has done with your personal data
with your consent up to that point is unlawful). This
includes the right to withdraw consent to us using your
personal data for marketing purposes.
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