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Private security companies and military contractors have become permanent actors in 
high-risk environments, including conflict zones, and reliance on their services is likely 

to continue. Amid concerns about their behaviour, a code of conduct was jointly 
developed for the industry in 2010 by a group of states, civil society organisations and 

private security providers. In this article, the executive director of the International 
Code of Conduct Association for private providers notes the progress made since the 
adoption of the code in ensuring that there is oversight of, and accountability, for the 
behaviour of private security providers. He also highlights the areas where more needs 

to be done and identifies trends that could shape the industry in future, including 
urbanisation, technological developments and climate change. 

 

The Limitations of International Law 

asting an eye back to the second Gulf war in Iraq, the 
international community witnessed an immense growth in the 
footprint of private military contractors and security companies 

in conflict environments. As widely reported, some of these private 
actors committed human rights abuses and violated international 
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humanitarian law. These incidents gave rise to a number of pressing and 
critical questions in terms of oversight and accountability, in an industry 
lacking transparency and where impunity seemingly prevailed. What 
could be done to address these questions, and what steps could be taken 
to raise standards within the private military and security sectors? 

 

“Adopting a new treaty would not solve many 
of the [human rights abuses and violations of 

international humanitarian law], such as those 
witnessed in Iraq during the second Gulf war.” 

 

The international legal framework applicable at the time of the 
war did not directly address the obligations of states and the 
responsibilities of security companies and military contractors in armed 
conflicts. There were no legal gaps as such; what was lacking was 
specificity and understanding of the issues. The 1989 UN International 
Convention against the Recruitment, Use, Financing and Training of 
Mercenaries, the 1949 Geneva Conventions and their 1977 Additional 
Protocols, as well as a range of human rights treaties, national laws and 
regulations offered a piecemeal and imperfect approach to regulating the 
activities of private security companies and military contractors. There 
were initiatives in the multilateral arena, with the UN Working Group of 
Mercenaries playing a leading role in the development of a new 
comprehensive international treaty. Yet, adopting a new treaty, arguably, 
would not solve many of the critical issues, such as those witnessed in 
Iraq during the second Gulf war. 



The Changing Character of War                                 The International Code of Conduct 

 

 
3                                                                                                  No. 260 | 25 May 2021 

 The first challenge in developing a new treaty lies in capturing clearly 
the key areas that require greater regulation. There will be a natural bias 
in terms of what to include in the treaty provisions, a bias partly 
premised on political, security and domestic interests and partly on those 
areas deemed a priority by the drafters of the instrument. This means 
there is a risk of being too broad or too narrow in defining the 
boundaries of a new treaty. There is also a real concern, especially when 
dealing with a relatively new field such as private security and military, 
that such a treaty may not be able to do justice to the complexities and 
evolving nature of the situation on the ground. As the discussions by the 
UN Working Group demonstrated, developing an all-encompassing and 
effective treaty will be an uphill and multi-year struggle: one of the first 
hurdles encountered by the group — correctly labelling the actors and 
agreeing on what constitutes “inherently governmental functions” — 
became insurmountable owing to competing interests and divergent 
views between the stakeholders. In the meantime, the questionable 
activities of certain private security and military actors remain unchecked. 

 Second, for international law to be impactful strong implementation 
mechanisms are necessary, and these are usually at the national level. Yet, 
if states are not committed to enforcing international law through 
national legislative and regulatory efforts, any international treaty risks 
becoming an empty shell. 

  

ICoCA: The Background 

Given the nature of the concerns, such as the alleged transgressions of 
some private contractors in Iraq during the war, waiting for the 
development of a new treaty was not seen as the most efficient course of 
action. Instead, the Swiss government, together with the International 
Committee of the Red Cross, convened a meeting involving 16 other 
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governments to address the reach of international humanitarian law and 
aspects of human rights law, as well as existing practice regarding the 
oversight and responsibilities of private military contractors and private 
security companies during armed conflict. This initiative, launched in 
2006, led to the adoption in September 2008 of the Montreux 
Document. 

 The idea behind the Montreux Document was effectively to present 
a re-statement of existing international law as it applies to the activities, 
regulation and oversight of private military contractors and private 
security companies, particularly during armed conflict. The Montreux 
Document also contains best practices to help states comply with their 
pre-existing international legal obligations in this regard. 

 

“The International Code of Conduct was the 
outcome of a multi-stakeholder process involving 

governments, civil society organisations, the 
security industry and a range of key stakeholders, 

including clients and regulatory experts.” 

 

 Following the adoption of the Montreux Document, a framework 
for ensuring that transnational and other businesses respect human rights 
and for improving access to remedies for human rights abuses — the 
UN Guiding Principles on Business and Human Rights (UNGP) — was 
endorsed by the UN Human Rights Council in 2011. In parallel with the 
drafting of the framework, the International Code of Conduct for 
Providers of Private Security Services (the Code) was developed. This 
was the outcome of a multi-stakeholder process involving governments, 
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civil society organisations, the security industry and a range of key 
stakeholders, including clients and regulatory experts. It was intended to 
serve as a code of conduct for private security companies, notably those 
operating in complex — not necessarily conflict — environments. The 
Code, adopted in 2010, is wide-ranging, particularly in terms of human 
rights obligations and international humanitarian law standards, and 
provides private security companies with a clear guide and set of 
parameters to ensure that their operations meet internationally 
recognised standards. 

Subsequently, the International Code of Conduct Association 
(ICoCA) for private security service providers was established in 2013 
with the mandate of driving and overseeing the implementation of the 
Code. ICoCA brings together governments, civil society organisations 
and security companies. 

 

Working with Both the Supply and Demand Sides 

Unlike earlier attempts at regulating the industry through international 
treaties and domestic legislation, ICoCA represents a new and unique 
approach. Instead of policing a top-down standard of practices, ICoCA 
takes a much more integrated and pragmatic approach to raising 
standards within the industry: it engages closely and substantially with all 
key stakeholders along the supply and value chain, in particular, 
governments, security providers, civil society organisations and clients of 
private security companies, to develop best practices and a robust 
mechanism to ensure respect for human rights and international 
humanitarian law in the provision of private security services. The multi-
stakeholder structure of ICoCA allows for a greater level of dialogue and 
interaction with all key actors involved in the oversight and management 
of private security companies. This hands-on approach helps bring 
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clarity to the complexities of the military and security contracting worlds 
in terms of the roles and responsibilities of each specific set of actors. 
ICoCA has shown itself to be an important platform to enable the 
practical implementation of the UNGP. 

 Central to ICoCA’s dynamic approach has been developing a better 
understanding of the market drivers within the private security industry. 
In large part, these drivers are rooted in commercial realities. In other 
words, the range and nature of services offered by private security 
contractors will be driven by the demands of clients. The association has 
therefore been working with an array of actors along the supply chain to 
positively influence the behaviour not only of the security industry but 
also those that use security providers. 

 

“Central to ICoCA’s dynamic approach has been 
developing a better understanding of the market 

drivers within the private security industry.” 

 

 As the association became functional, early indicators suggested that 
in many complex environments private security companies were 
operating in a highly competitive market space where client focus tended 
to be primarily on costs. This prioritisation of cost-benefits was seen to 
undermine efforts to ensure that security companies would take the 
necessary measures to fully incorporate the Code into their procedures 
and operations. 

 From ICoCA’s perspectives, clients need to demand more from 
their security providers in terms of standards and show greater flexibility 
in their budgetary considerations when selecting security providers. 
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Greater oversight on the part of clients, as well as third party monitoring 
by ICoCA, coupled with stronger procurement processes that integrate 
Code provisions, will go a long way to incentivising security companies 
to improve their offerings and to demonstrate compliance with the 
standards set by the Code. 

 

“In its approach to regulating the supply side, 
ICoCA tries to impress upon security providers that 

there is a business case for them to join the 
association.” 

 

The above is applicable to all clients, which include humanitarian 
agencies, international organisations, multinational corporations, 
governments and non-governmental organisations. 

 In its approach to regulating the supply side, ICoCA tries to impress 
upon security providers that there is a business case for them to join the 
association. By improving their capacity to operate to intentionally 
recognised standards, not only are they minimising the risk of human 
rights abuses being committed, but they are also creating opportunities 
of being awarded contracts from international clients, who are 
increasingly introducing stringent requirements, such as membership of 
ICoCA, in their procurement requirements. 

 This strategy is already bringing some very positive results, with a 
growing number of local security providers from a variety of contexts 
having now become part of ICoCA. Having worked with many of these 
security providers in Africa and the Middle East, ICoCA has witnessed 
an evident will in them to learn and to integrate ICoCA’s practices to 
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strengthen their culture, management, oversight and leadership qualities. 
For example, in 2019, while working closely with a small new local 
security company in northern Kenya, we walked hand in hand with the 
managers and the guards to each of their duty posts, looking at how they 
were putting the Code into practice, noting how they were reacting to 
our comments, and generating pragmatic and immediate responses to 
improving standards and understanding of Code requirements. 

 

Maritime Private Security Sector 

ICoCA member companies offer both land and maritime security 
services, with about 20 per cent, including from China and Singapore, 
falling in the latter group. While there is growing interest among ICoCA 
members to provide maritime security, it is a sector that is more difficult 
to monitor than land security operations. It is indeed much easier to 
carry out site visits to land security facilities than to their maritime 
counterparts. For instance, should site visits be limited to port locations, 
or should they be expanded to include on-board visits during ship 
transits? What are the risks associated with such visits? 

 Based on official records and public source reporting, maritime 
security incidents including banditry, armed robbery and kidnappings are 
still occurring, including in the Malacca and Singapore Straits. Security 
questions will also be raised in relation to the sea routes of China’s Belt 
and Road Initiative. Shipping companies both in China and Singapore, in 
particular those that have international operations, will have to keep an 
eye on security developments in the Gulf and critical sea lanes off east 
Africa. Even though the situation around Singapore’s shores is not in 
itself complex, maritime security trends in regions through which 
Singapore’s seaborne trade traverses bear watching, and since ICoCA’s 
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mandate and membership includes maritime security services, its work is 
relevant to Singapore and the region. 

 As ICoCA builds on its experiences to date and moves into the next 
stage of its activities as described in its 2019–2023 strategic plan, greater 
attention will be devoted to addressing issues relating to private maritime 
security. Because of the different regional dynamics in terms of threats, 
security responses and regulatory requirements, there will be a need to 
keep developing improved local knowledge and expertise to 
appropriately tailor ICoCA’s approach. That being said, most of the 
principles contained in the Code apply to all maritime security 
operations, irrespective of where they occur globally. What will be critical 
in the future then will be to ensure that best practices from one region 
can positively inform and influence the operations of maritime security 
providers in other regions. 

 

Future Security Trends 

As a side event to its 2019 annual general assembly, ICoCA organised its 
first workshop to consider security trends over the next 10–30 years and 
their consequences for the provision of private security in a variety of 
environments. Four possible trends in terms of the major dynamics and 
the potential risks were identified. 

 First, as recognised in a variety of future security and strategic 
forecasting reports by major Western militaries, including Nato, both the 
footprint of, as well as reliance on, private security contractors is likely to 
increase for the foreseeable future. This is not simply a leftover of the 
second Gulf war. It is a clearly identifiable trend, one in which private 
security actors may be assuming more and more functions traditionally 
reserved for public security forces. 
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 The second major trend is the impact of increased urbanisation on 
the nature of private security operations. Rapid urbanisation and the 
growth in the number of mega cities give rise to many questions, 
notably: how does one “police” these mega cities, manage security in 
highly urbanised environments, or manage security in ungoverned 
spaces? Closely tied to urbanisation is the phenomenon of climate 
change, which invariably will lead to a scarcity of resources and other 
insecurities. How will this shape the growth of the security sector in local 
communities? 

The third issue flagged was the evolution in the use and 
capability of new technologies. New technologies offer alternative 
security models. With such developments, what safeguards need to be 
put in place to ensure that human rights are protected? And how are 
such safeguards defined in light of the rapid acceleration in the 
development and potential of new technologies, the boundaries of which 
appear unfathomable. 

 Lastly, the workshop explored the impact of future health crises on 
the security environment. Following the workshop, the world was hit by 
the Covid-19 pandemic. And if the predictions of experts are to be 
believed, this could be the first of many such pandemics. As we learn 
from managing security during Covid-19, ICoCA is working with its 
members to determine when rather than if a new private security model 
will be needed to successfully navigate pandemics. 

 

Conclusion 

In drawing conclusions from the first 10 years of the Code, and the work 
of ICoCA since 2013, it would be fair to say that there has been much 
progress and many achievements that can be reported. At the same time, 



The Changing Character of War                                 The International Code of Conduct 

 

 
11                                                                                                  No. 260 | 25 May 2021 

it would be reasonable to note that we find ourselves at a crossroads, 
with many new issues that need to be addressed. Indeed, the private 
security landscape, which showed its colours in Iraq during the second 
Gulf war, does not offer the same tapestry today. There has been a 
marked evolution on many fronts, including in terms of industry 
demographics, menu of security services offered, range of risks, and 
developing security trends. These will require continued efforts on the 
part of many within the security industry and beyond to ensure that 
operating to internationally recognised standards is not an aspirational 

goal but an applied reality globally. ◆ 

 

*  Mr Jamie Williamson heads the secretariat of the International Code of 
Conduct Association (ICoCA). The association promotes, governs and oversees 
the implementation of the International Code of Conduct and promotes the 
responsible provision of private security services. As executive director, Mr 
Williamson brings to the organisation a wealth of international, legal, military 
and security experience. He joined ICoCA in October 2017 after several years 
as the head of the Relations with Arms Carriers Unit at the International 
Committee of the Red Cross (ICRC). 
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CALL FOR PAPERS 

INSIGHTS SERIES ON ISRAEL−GCC RELATIONS 

The signing of the Abraham Accords between the UAE and Israel in 
August 2020, which sparked off the normalisation process between 
Israel and several other Arab states, was a culmination of the indirect or 
clandestine relations that Israel has had with some of the Gulf countries 
for about three decades. Israel established trade offices in Qatar and 
Oman in the mid-1990s and has long had clandestine intelligence 
cooperation with other members of the GCC such as Saudi Arabia, 
Bahrain and the UAE.  

The Abraham Accords are, no doubt, vastly different from the peace 
agreements that Israel signed earlier with Egypt and Jordan. The GCC 
countries never fought wars with Israel although they have influenced 
the Israeli-Palestinian conflict to some extent.  

The diminished US interest in the Middle East and with the sense of 
threat from Iran that Israel and the GCC countries share are among the 
broad factors that prompted the latter to countenance normalisation 
with Israel. But other factors may also have contributed to the 
normalisation process. Notably, pan-Arabism and pan-Islamism are less 
important today for the younger generation in the GCC states, which 
have been consciously pursuing policies aimed at creating national 
identities. This development has meant that the Palestinian issue no 
longer evokes the kind of visceral emotions it did in the past among 
young Arabs in the region.  

Apart from these broad considerations, each member of the GCC 
has had different calculations in opening up relations with Israel and will 
reap different benefits from doing so while being constrained to some 
extent in pursuing the relationship to its fullest. For instance, Saudi 
Arabia is perhaps the country that has most staunchly supported the 



 

 

 
 

Palestinian cause among the GCC countries and therefore will be 
hesitant to formally normalise relations with Israel as long as the 
Palestinian issue is festering. In the case of the UAE, normalisation with 
Israel is seen by some observers as part of Abu Dhabi’s drive to enhance 
its growing military capabilities and establish itself as a technology 
heavyweight.  

The Israel−GCC series of our journal Insights is aimed at taking 
stock of the Abraham Accords one year since their signing, mainly with a 
view to understanding the shifts that have taken place in relations 
between Israel and the GCC states and the possible trajectories, 
considering the constraints on the part of the Gulf states in dealing with 
Israel and the evolving geopolitical context. Examples of submission 
topics include:  

 the drivers behind normalisation;  

 the evolution of Israel’s relations with the Gulf states in the 
spheres of economic, technological, security and other forms of 
cooperation;  

 the political and social impact of normalisation on the Gulf 
states;  

 the implications of normalisation for regional security;  

 the long-term prospects for Israel’s relations with the Gulf 
states.  

Submissions should be between 2,000 and 3,000 words and are due 
by 30 June 2021. For more information regarding submission 
requirements, please refer to the guidelines or send your enquiries to: 
Mattia Tomba at mattia@thepio.co 

https://mei.nus.edu.sg/wp-content/uploads/2021/05/Guidelines-for-contributors_30April2021.pdf
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